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OGC 81-05127
18 June 1981

MEMORANDUM FOR: Director, National Foreign Assessment

Center

Deputy Director for Operations

Deputy Director for Science and Technology

Deputy Director for Administration

Comptroller

Legislative Counsel

Director of Personnel

Director of Public Affairs

Director, Equal Employment Opportunity

pDirector of Security

Special Assistant to the DCI for
Compartmentation

Director of Information Services, DDA

FROM: | —C STATINTL
Office of Genera ounsel

SUBJECT: Revision of Executive Order 12065

1. Enclosed is a revised draft of proposed changes to
Executive Order 12065. Unlike previous drafts, this revision is
not simply a series of suggested amendments or deletions, but is
instead a comprehensive rewrite of the entire executive order on
classification. The purpose of this revised order is to ensure
the adequate protection of national security information while
simplifying the actual administration of the classification
process at each agency. This is done primarily byiproviding
agencies with greater latitude to adopt procedures which
accomodate individual needs and functions, rather than imposing
uniform procedural requirements in the executive order itself.

2. The interagency working group will be meeting to address
the enclosed draft sometime this month. Any comments concerning
this draft should be communicated to me (x6585, Red 9049) no
later than Wednesday, June 24, 1981.

STATINTL
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Executive Order

T e ST National Security Information

It is vital that certain information in the Government's

possession be uniformly protected against unauthorized

disclosure. It also is essential that the puklic be informwed

concerning the activities of its Government. The interests of
the United States and its citizens reguire that cerﬁain
informatibp conéérning éur national defense and foreign,reiations
be given only 1imited diésemination. To ensure that suéh

information is adequately safeguardea; “his Order identifies the

information to be so protected, prescribes classification,

declassification, and safeguarding standards to be followed, and

establishes a monitoring system to ensure its effectiveness.

SECTION 1. ORIGINAL CLASSIFICATION.

1-1. Classification Designarcion.

- 1-101. Information or material that requires proﬁection
against unauthorized disclosure in the interest of national
security shall be classified in one of the three categories

listed below. 'Information and material shall be protected at an

appropriate level of classification until a final determination ”

is made as to the need for protection and the level of required
protection. No other categories of classification shall be used

to identify information or material as requiring protection in

the interest of national security, except as otherwise ptovided
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by statute. Nothing in this Order shall be construed as limiting
the protection afforded national security information by otbher
provisions of 1aw..

1-102. "Top Secret" shall be applied to information, the

unauthorized disclosure of which reasonably could be expected to

cause excepfionally grave damage to the national security.

1-103. "Secret" shall be applied to information, the

udauthorized disclosure of which reasonably could be expacted to

céuse serious damage to the national security.
1-104. "Confidential” shall be applied to information, the
uhautha:izéd‘disciosure of which reasonably cculd be expected to

cause damage to the national security.

1-2. -Classification'Authority.

’!Lf; g_,r_.g:i E N )
R
- 3

1-201. Top Secret. Authority for original classification
of ‘information as Top Secret may be exercised only by the
President, by such agency heads or officials as the President may

designate by publication in the Federal Register, and by

officials to whom such authority is délegéted in accordance with

Section 1-204. | .. - =
1-202. Secret. Authority for‘original classification of

information as Secret méy bé exercised only by such agency heads

or officials as the President may designate by publicaﬁion in the

Federal Register, by officials who have Top Secret classification

authority, and by officials to whom such authority is delegated

in accordance with Section 1-204. -

Approved For Release 2001/09/03 : (?lA-RDP84-00933R00040007.0.002-1.
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1-203. Confidential. BAuthority for original classification

of information as Contidential may be exercised only by such
agency heads or officials as the President may designate by

publication in the Federal Register, by officials who have Top

Secret or Secret classification authority, and by officials to

. whom such authority is delegated in accordance with Section 1-

204.

'1m204; leltatlon on Delegation of Original Cla,51f1catlon

Authority.

| O Or‘/gﬂmf clessifreatim OF
(a) AuthorltyAto orlglnally classify information as
‘0prSegret may be delegated only to prlnCLpgg'subordlnate
officials who have a need to;exerc1se such authority as
determined by the Président, by agency heads designated
pursuant to Section 1-201 or by senior officials designated
in writing to exercise_this authority by such agency heads.
For origtnaf ClissiFiea Fron of
(b) Authority to -eriginally classify information as
Secret may be delegated only to subordinate‘officialsrwho
have a need to exercise such authority as determined by the
President, by agency heads designéted pursuant to Section 1;*
201 and 1-202, and by officials with Top Secret
‘classification authority.
5‘%« ‘rl;(/}‘i(f;// C—/éSS/ﬁfa//w\ 074
{¢) Authority to ‘originally c1a591Ly information as
Confidential may be delegated qnly.tc subordinate officials

who have a need to exercise such authority as determined by

Approved For Release 2001/09/03 : CIA-RDP84-00933R000400070002-1
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Section 1-201, 1-202, and 1-203, and by officials with Top

Secret classification authority.

(d) Delegated original classification authority may

not be'reaelegated.

- {(e) Each delegatlon of original c1a581f1caf10n
nuthorlty shall be in wrltxng by name or title of 9081t10n

held.

(f) Delegations of original classification authority

oy

“hall be limited to the absolute mlnlmum.reculred to

}}V’\;i?(’kl A ‘ P

hi)j Kievokc1se such authorlty to effectively and efflclently

administer this Orde;ﬁ Agency heads shall 1molemen
o b {‘ _ P(s‘sﬂ..ﬁ:n; : 6/2/&7?*’”\5’
o j procedures that ensure that off1c1alsAsefde51gnated have a

demonstrable and contlnulng need to exercise such author1ty.

1--205. Exceptional Cases; When an employee or contractor

of an ageney that does not have original classificatioh authority
originates information believed to gequire classification, the
y information shall be prOtected in a manner consistent with thier'«:
OiderAand its-implementingidifectives. The informationishali.bef
tranemitted promptly under adeguate safeguards to the agency )
wﬁich has appropriate subject matter interest and claséification.

authority with respect to this information.. That agency shall

decide within 30 days whether tp classify this information. £

4
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it is’no@pclear which agency has classification responsibility

for this information, it shall be sent to the Director of the
Infofmation Security Oversight Office for review. The Director
shall consult with any agency determined to havé a subject matter
interest in this information before making any decision in this

regard.

1-3. C}assification Reguirements.
1w301, Information may be considered for classification,

and is thus classifiable, if it concerns:
(a) military plans, weapons, or operations;

- (b) the vulnerabilities or capabilities of systems,
installations, projects;'Qr_plans vital to the national

security;
(c) foreign goverrment information;
(d) intelligence activities, sources or methods;

(e) foreign relations or foreign activities of the

United States;

{E) scientific,’technological, or - economic matters

relating to the national security;

-

_ 5 ,
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(g) United States Governwment programs for safeguarding

nuclear materials or facilities;
{(h)} cryptology;

(i) an individuai whose life or safety may be placed

in jeopardy by disclosure of such information;

(3 'teéhhiques, procedures or material relating to the

o p;otective mission of the United States Secret Service; or

(k) other categories of information which are related
to national security and‘which'require protection against
unauthorized disclosure as determined by senior agency

officials designated putsuant to Section 5-404(a).

1-302. _information which is determined to concern one or
more of the ériteria in Section 1-301 may be ciassified only when
an‘original classification authority also determines that its
unauthorized disclosure reasonably could-be expected to causé
- damage to the national security. In_consiaering whether the
~disclosure of-informationrcoﬁld be -expected “to cause damage to
the national security, it is not necessafy to consider such
infofmation in isolation. 'Informétion may be classified if its
unauthorized discloéure, in conjunction with one or more other

disclosures, reasonably could be expected to cause such damage.

. 6 _
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1-303. Unauthorized disclosure of foreign government

information, information which could compromise the identity of a
confidential ‘source, or informastion relatino to ihtelligeﬁce
sources, methods, and activities is presumed to cause damage to
the national securlty */The classification status of the above
“hoeg described 1nformat10n shall not be affected by any unoff1c1al
publication in the United States or abroad of 1dentlca1 or

i | similar 1nformat10n.

i Lf(lbb'f’t!‘ )
f Five

("-t}m FLs Ll .
1-4. TImration of Classification.

1w401¢ Information Sheli be classified for as long}as

‘reguired by national security considefations. Guidelines shall.
be deVeloped by agencies to ensure the. effectlveness and

integrity of the clas51f1catlon system while ellmlnatlng the
accumulation of classified 1nformation which no longer requires
protection. These guidelines shall facilitate the idehtificétion
of information which should'be considecead for downgradihg or
decla551f1catlon based on the degree to which the passage of time
or the occurrence of.atspec1f1c event or events may have . |
eliminated or reduced the original national security "ensitivity:%
of this information. ‘To the extent practicable, orlgLnal -
cla551f1catlon authorltles shall set a specific date or event for
declags1flcat10n at the tlme the 1nformat10n is orlqlnally ’”

classified.

. ' ‘ , ) ., o
Sy ie’f ‘{;( I zf‘fié/”d(..a (;7! fir‘r‘?( /rons, /'Z 0»};‘3&1‘”{) //UA"'M ﬁ'l«”’?/ o Plffw‘zlst.rff‘(_

e N . -
SYedt . -

o~
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1-5. Identification and Markinqs.'

1-501. At the time of original classification, the
following should be shown on the face of all classified
documents, and prominently displavyed, where practicable, on all
other forms of classified -information, except where such markings
would reveal a confidential source or relatlonshlp not otherw1sp

ev1dent from the face of such documents or information:
(a) the office of origin; .

(b) if'apprqbriate, the date or event for

‘declassification or review; and

(c) one of the three classification designations

defined in Section 1-1.

i~502.4 Ohly.the designations Top Sécrét, Secrét{ or
Confldentlal may be used to identify classified 1nformdtlon.
Marklngs such as "For Off1c1a1 Use Only“ and "lelted Off1c1al
Use" may not be used for that purpose. Terms such as "SenSLtlve
dr “Agency"umay hdftbe used ih cdnjﬁnction #ith the’claséifi- -
cation de31gnat10ns prescrlbed by thlS Order, e. g.; “Aqency |
Confldentlal“ or "SenSLtlve/Secret "

1-503. Each classified document, to the extent praéticable,-
shall be rarked dr'shall otherwise indicate which portions are

classified with the appropriate classification desiénation, and

Approved For Release 2001/09/03 :A8CIA-RDP84-QO933R0004000700_()2f1



i ' Approved For Rglpase 2001/09/03 : CIA-RDP84-00933RQ@9400070002-1

which portions are not classified. -RAgency heads designated
pursuant to Section 1-2 may, for good cause, except specified
classes of documents or information from this portion-marking
reguirement.

1-504. .Foreign government information shall either retain
its original classification designation or be assigned a Unitedr
States classification designation that shall ensure a dégree of
prote&tion eguivalent to that required.by the entity .that
furﬂiéhed the information.

1505, Classified documents that contain or reveal
information tﬁat is subject té speciél‘dissemination and
reproduction limitations authdrizéd by this Order shall be marked
clearly so as to place the'hser on notice of the restrictions.

1-6. Prohibitions.

1~601.: Classification shall.be determined solely on the‘
bazis of national Security considerations; In no case shall
information be classified in order to conceal Viplatioﬁé of law,
inefficiency or admiﬁistrative error, tb prevent émbarrassment to
a persaﬁ, églorganization or agency, or to restrain competition,«%
or to prevent for any other reason the release of information
which does‘not require protection in the interest of national
security. ' ' ' o - f' A 'f’

1-602. Classification-ﬁay not be used to 1imi£‘
dissemination of information that is no§ classifiable under tﬁe

- provisions of this Order or to bre?ént or delay the public

9
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release of such information.

1-603. A document may be classified after an agency has
received a request for the document under the Freedom of
Information Act or the Mandatory Review provisions of this Order
(Section 3f4) if such classification is conéistent“with this
Order>and is authorized by the agency head, the deputy agency
head, or by a senior agency official designated pursuant to
Section 5;404; Classification authority under this provisionr
»shall be exercised personélly, on a documenthy—document basis.

1-604. Information which has been reviewed for |
declééﬁification under the.prOCedural and substantive criteria of
E.O. 1?065 pursuant to a Fréedom of Information Act or Mandatofy
Review request which is st1 .1 pendlng at the time this Order}
becomes effective, need not be réreviewed under the provisions of

thié Order.

-SECTIbN 2. DERIVATIVE CLASSIFICATION.

2-1. U,e of Derlvatlve C1a351f1cat10n.

e

2-101. Original classification authority shall not be

delegated to persons who only reproduce, extract, or summarize

 class1f1ed 1nfornat10n, or who only apply c1a851f1cat10n marklngsu .

"derlved from source materlal or as directed by a clas ification-

guide.

2-102. Persons who apply such derivative classification

. -

markings shall:

10 :
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(a) observe and respect original classification
decisions, which shall not be altered by the use of a
_classification level, time limit, or other marking different
from the original on any covy, extract,,paraphrase,
restatement, or summary of any classified item exce?t as
specified dnder approved procedures for downgrading,
declassification, or classification review in acéordanée

.. with Section 3 below; and

(b) carry forward to any newly created documents any‘
as8igned dates or events for declassification or review and
any aqditional authorized markings. & single marking may be

~used for documents based on-multiple sources.

2~-2. Classification Guides.

2-201. 2Agencies may promulgate classification'guiéés to

facilitiéte the'proper_aﬁd uniform ciassificatioq of

information. These guides may also be used to direct derivatiﬁé h
'classification. To the extent that information is classified |
pursuant to these guides, such classification is derivative

_ classification and will be marked accordingly. - - i

. : ) . - . . e P i S Al S P Chan P S
] EBOE, Sl puite shell ge o T N

/ A VB i d s brea Frie ey Iy _
. Section 3. DECLASSIFICATION AND DOWNGRADING.

/

3-1. Declassification Authority. -

. 11
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3-101. Information shall be declassified or downgraded as
soon as national security considerations pernmit. Information
that continues to meet the classification reguirements prescribed
by Section 1-3 despite the passage of time wiil continue to be
protected in éégordance with that section.

‘39102,'.Agenciés shall designate appropriate officials-to
ekerciﬂ@:declaésificatioh and downgrading authority. Té the
fullest extent practicable, such authority will be exercised by
the mffi@iallwho'authorized the origiﬁal clgssification if théﬁl
officinl is still serving in the same position, or by the
ofigihmimris officiallly'authérized successor.

3~103. The provisions 6f th?s section relatiné to
declassification shall apply to agencies which, under the terms
of this Order, do not have authority to originally claésify

infbrmation, but which had such authority under prior orders.

.

3-2. Transferred Information,
— ‘ .

3~201. in the case of classifiéd information transferréd in
conjunction with a‘transfer of functions; and not meféi§ for -
storage purposeé, the receiving agency shall be deeﬁed to be the
origfnatihg égency'fér purposes of this Order. o |

3—202..'In the case of_classifiéd information which is not’-
officially transferred in accordance with Section 3-201, but

originated in an agency which has ceased to exist, each agency in

possession shall be deemed to be the originating adgency for -

.12 ' '
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purposes of this Order. Such information may be declassified or

déwngraded by the agency in possession after consulting with any
other agency which has an interest in the subject matter of the
information. |
3-203. Classified information transferr;d to the CGeneral

Services Administration for accession into the Archives of the |
United States shall be downgréded or declassified in accordance-
with this Order, with directives of the President issued through
the Nakional Security Council, and with agency guidelines
promulgated in consultation with the Information Security

Oversigﬁt office.

3-3. Systematic Review for Declassification.

3*301. Agency heads deSiénated pursuant to Section 1-2 and
the heads of agencies.which hadiofiginal classificétion authority
under prior orders may establish procedures for the systematic
review of‘classified infofmation for the purpose of declassifying
or downgrading suéh information in accordance with the |
classification reguirements of Section 1-3. Guiaglihes'
concerning systematic review for declassification méy be issued
by such agency heads for classified information under their
jurisaictidn after consultation with the Archivist ofAthe United
States and review by‘thé Information Security Oversight Office.
Information for which no Systematic declassification guidelines'-
are issued, or information which is not identified in tﬁese
guidelines as requiring systematic review, and for whicﬁ a prior

- -

auvtomatic declassificatioq date has not been established, will ba

i3
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mandatory review for declassification provisions of Section
3-4.

3-302. The Secretary of Defense may establish special
procedures for systematic review for declassification of
classified cryptologic information, and the Director of Central
Intelligence may establish special procedures for systematic
review fo% declassification of classified infﬁrmatidn pertaining
to intelligence sources and methods. These guidelines, if
developed, will be used by the Archivist of the United States or

any agency having custody of this information.

3-4. Mandatory Review for Dééiassification.

3m401. 811 classified inforéation and material shall be
subject to a classification révieﬁ by the originating agency at
any time after the expiration of ten years from the date of the

information's origin provided:

(1) A United States person or United States federal,
state, or local govetnmental body or agency. reguests a

review;

(2)_ The reguest describes the record w1th sufflclent

spec1flclty to enable the agency to locate 1t, and ' -

(3) The record can be located and obtained with a

reasonable amount of effort.

14
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3-402. This procedure shall apply to information classified
under this Oréer ér prior orders. Reguests for declassification
under this provision shall be acted upon within 60 days. After
review, information that no longer reqguires brotection under this
Order shall be declassified and released unless withholding is
otherwise warranted under applicable law.

3%403. Reqguests for mandatory review shall be processed in
accakﬂance with procedures developed by agency heads in
‘consultation with the Archivist of the United States and the
Informhtion‘Security Oversighglofficé. These procedures shall be
authorized for use by the Afchivist of the United States and may;
upon apprdval of the issuing,authoﬁity, be used by any agency
having custody of the informatioﬁ,

3—-404. Special procedurés for the review of classified
cryptolegic information shall be established by the Secretary of
Defense, and.by the Director of Central Intelligence for
information pertaining to intelligence sources and methods.
These'procedures shall be implemented only éftetiappropriate
consultation witﬁ affected agencies. Aéencies having Custcdy of
classified cryptologic or intelligence source or method
information will process reguests for mandatory review of shgh
information in accordance with these procedures. : Disputes
concerning the implementation of £hese procedures, orv the )
procedures developed pursuaht to Section 3-403, may be appealed
to the National Security Council.

3-405. Requests for declassification of classified

Approved For Release 2001)09/03 : &LIZ-RDP84-00933R0004000_70002_-1
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"documents originated by an agency but in the possession and

-control of the Administrator of General Services, pursuant to 44
U.S.C. 2107 note, shall be referred by the Archivist to the
agency of origin for processing in accordance with the above
provisions and for direct response to the reguestor. The
Archivist shall inform fequestors of such referrals, unless this
‘notification would éonfirm the existence or nonexistence of the
requested-doéuments, which fact is itself classifiable under the
Order. In such cases, the Archivist will respond to the
reguestor in accordance with Section 3-406 below.

3wé06. In agency may, in response to a request for records
under %he4Freedom of Inforhation Act or this Crder's Mandatory .
.Review provision, refuse to confirm or deny the existence or non-
existence of the information or material, when the fact of its
existence or non~existence‘woﬁld itself be classifiable under the
Order.

3-407. Requests for declassification which are submitted
under the prov.sions of the Freedom of Information Act shall be

processed in accordance with the provisions of that Act.

SECTION 4. SAFEGUARDING.

4-1.. General Restrictions on Access.

4-101. A person is eligible for access to classified a

information oniy after a favorable determination of
trustworthiness has been reached by agency heads or designated

senior officials based upon appropriate investigations in

: 16
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accordance with applicable standards and criteria, and provided

that such access is essential tovthe accomplishment of official
Government duties or contractual obligations. Agenéy heads |
listed in section 1-2 shall issue and maintain minimum security
investigative standards that must be satisfied for each of the
three national security information classification designations
before access to such information is provided.

. 4-~102. Controls shall be established by each agency to
e%sura tﬁat classified information is used, processed, stored,‘
reprmduced, trénsmitted and destroyed only under conditions that
wiil provide adequate protectior and praevent access by
unauthorized persons. Originating agencies may place
restrictions on the reproduction of classified documents and
establish other accountability controls in conformity with this
policy of protecting classified information from unauthorized
disclosure. |

4~-103. Classified information disseminated outside the
Executive Branch shall be given protection egquivalent to that
afforded within the Executive Branch.

4-104. Except as provided by directives issued by the
President through the National Security Council, classifiea
information originating in one agency may not be disseminated
outside any other .agency to which it has been made available
without the consent of the originating agency. L

4-2. Special Access Programs.

4-201. Agency heads designated pursuadt to Section 1-201

may create special access programs to control access,

. 17
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distribution, and protection of particularly sensitive
iﬁformation classified pursuant to this Order or prior orders.
Procedures governing the creation, continuance, and maintenance
of such special access programs will be develpped by the above
agency heads. For special access programs pe;taining to
iﬁtelligence sources and methods, this function will be exercised
by the Director of Central Inéelligence, who will ensure the
imbiementation of common security, access, dissemination and

control standards for such programs.

4-3. Access by BHistorical Researchers and Former Presidential

'Appointees°

4-301. The reguirement in Seetion 4-101 that access to
classified infofmation may be granted only as is necessary for
the performance of official duties may be waived as provided in

Section 4-302 for persons who:

(a) are engaged in historical research projects, or
- “\.‘:
(b) previously have occupied policy-making positions

to which they were appointed by the President.

4~302. Waivers under Section 4-301 may be granted only if

the agency with jurisdiction over the information:

(a) makes a written determination that access is
consistent with the interests of national security; and

- 18
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(b) takes appropriate steps to protect classified
information from unauthorized disclosure or compromise, and
ensures that such information is safeguarded in a manner

. . s Consistent with this Order.
e e Drimined 08 SOTRIS I
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SECTION 5. IMPLEMENTATICN AND REVIEW.

5-1, IOversight.

| 5-101. The National Security Council may review all matters
with reSpect to the implenentation df this Order and shall
provide ovérall'policy direction for the information_seéurity
program. The Wational Security Council will be assisted in this
monitoring function by the Inforﬁation Security Oversight Office.

5-2. Information Security Oversight Office.

5-201. The Information Security Oversight Office shall have
a'full~time Director appointed by the Administrator of General
Services subject to approval by the President;\ The Administrééor
also shall have authority to appoint a staff for the Office.

5-202. The Director shall:

(a) oversee agency actions to ensure compliance with

this Order and implementing directives;

(b) consider and take action on complaints and

suggestions from persons within or outside the Government

' ' 19
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with respect to the administration of the information

security program;

(c) develop, in consultation with the agencies, and
promulgate, subject to the approval of the National Security

Council, directives for the implementation of this Order;

(d) report annually to the President through the
Administrator of General Services and the National Security

Council bn the implementation of this Order;

(e} review any agency implementing regulations
promulgated pursuant to Section 3-301 (systematic

declassification) or 3~403.(mandatory declassification

reguests);

(£) review reguests for original classification
authority from agencies or officizls not grantel original

classification authority pursuant to Section 1-2; and

(g) have authority to reguire each agency to furnish

such reports or information, consistent with the protective

purposes of this Order, as is necessary to fulfill his

responsibilities. , : v-

Interagency Information Security Committee.

20
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5-301. There is established an Interagency Inforﬁation
Security Committeg which shall be comprised of representatives of
the Secretaries of State, Defense, Treasury, and Energy, the
Attorney General, the Director of Central Inﬁelligence, the
National Security Council, the Domestic Poliéy Sstaff, the
- Archivist of the United States, the Information Security
O&ersight Office, and a Chaifman designated by the President.
| S~302.- Representati?es.of other agencies may be invited to
méet with the Cdmmittee on matters of particular interest to
those agencies;

5-303. The Committee shall meet at the call of the Chairman

or at the request of a member agency and shall advise the

Chairman on implementation of this Order.

5-4,. (@eneral Responsibilities.

5-401. BAgencies which originate or handle classified

information shall:

(a) designate a senior agency official to conduct an
active oversight program to ensure effective implementation
of this Order. This program shall familiarize agency and
other personnel who have access to classified information
with the provisions . of this Order and implementing -
directives and shall impress upon agency personnel their
responsibility to exercise vigilange-in complying with this

Order;
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(b) establish a process to decide appeals from denials
of declassification requests submitted pursuant to Section

3-4; and

(c) establish procedures to Prevent unnecessary access
to classified information, including procedures which
reguire that a demonsﬁrable need for access to classified
information is established before initiating adﬁinistrativé
clearance procedures, and which ensures that the number of
persons granted access to classified information is reduced
to and maintained at the minimum number that is consistent

with operational and security requirements and needs.

5-402. Unclassified implementing directives or regulations
- promulgated pursuant to this Order will be published in the

'FEDERAL REGISTER,

5-5. Sanctions.

5-501. If the Information Security Oversight Office finds .-
that a violation of this Order or any implementing directive may
have ‘occurred, it shall make a report to the head of the agency
concerned so that corrective steps may be taken.

5-502. Officers and employees of the United States

Government shall be subjecE to appropriate sanctions if they:

22
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(a) knowingly, willfully and without authorization
disclose information or materials properly classified under
this Order or prior orders or compromise properly classified

information through negligence; or

(b) knowingly and willfully classify or continue the
classification of information in violation of this Order or

any implementing directive; or

(c) knowingly, willfully or negligently violate any

other provision of this Order or implementing directiva.

Unauthorized disclosure for purposes of this section
includes either a cowmunication or physical transfer of
classified information or materials to an unauthorized

person.

5--503. Sanctions may include reprimand, suspension without
pay, removal, termination of classification.authqrity, or other
sanction in accordance with applicable law and agency
regulations.‘ : ~

5-504. Agency heads shall ensure that appropriate and
prompt corréctiveraction is taken whenever a violgtion under
Section 5-502 occurs. The Director of the Information Security ™
Oversight Office shall be informed when such violations occur.

5-505. Agency heads shall report to thé Attorney Ceneral

evidence reflected in classified information of possible
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violations of Federal criminal law by an agency employee and of
possible violations by any other person of those Federal criminal

laws specified in guidelines adopted by the Attorney General.

SECTION 6. . GENERAL PROVISIOWS.

6-1. Definitions.

6-101. "Agency" has the meaning provided at 5 U.S.C.
552(e).

6-102. "Classified information® means information or
material, herein collectively termed information, that is owned
by; produced for or by, or under the control of, the United
States Government, and that has béen determined pursuant to this
Order or prior orders to reguire protection against unsuthorized

disclosure, and that is so designated.

6-103. Foreign government information means:
1

(a) Documents, material, or information provided by a

—

foreign government or governments, an international
‘organization of governments, or any element thereof in the
‘expectation, expressed or implied, that this. document,

- . o - L3 ‘,.
material, or information is to be held in confidence; or

(b) Classified information or material produced by the

-

United States pursuant -to or as a result of a-joint
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governments reguiring that the information, the arrangement,

or both be held in confidence.

6-104. “WNational security" means the national defense and
foreign relations of the United States. |

6-105. "Confidential source" means the identity of any
individual or organizétion which has provided, or wﬁich ray
réasdnably be expécted to provide, information to the United
States with the expectation, expressad or implied, that the

information or relationship or both bz held in confidence.
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6-2. Ceneral.

6;201. Nothing in this Order shall supersede any
requireément made by or ﬁnder the Atomic Energy Act of 1954, as
amended. "Restricted Data" and information designéted as
“qumerly Restricted Data" sckall be handled, protected,
classified, downgraded, aﬁd declassified in conformnity with the
provisions of the Atomic Energy Act of 1954, as gmended, and
regulations issued pursuant thereto.

6--202. The Attorney Genéral, upon request by the head of anﬁv
agency, his duly designated representative, or the Director of
the Information Security Oversight Office, shall éérsonally or *°
through authorized representatives of the Department of Justice

render an interpretation of this Order with-respect to any

question arising in the course 6f its administration.

. 25
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6-203. Executive Order No. 12065 of June 28, 1978, is
revoked as of the effective date of this Order.

6-204. This Order shall become effective on

1981.
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